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Dimensions of User Data Tracking on E-Commerce
Platforms and Its Impact on User Trust: A Field Study

Abstract

This study aims to assess users’ awareness of data tracking
practices on e-commerce platforms and the extent to which these
practices influence their trust in such platforms, The research
focused on three key dimensions: transparency, control, and data
protection (security), The transparency dimension explored the
clarity and comprehensibility of tracking policies from the users’
perspective, The control dimension examined users’ ability to
manage their personal data—such as deleting, editing, or adding
information—as well as their awareness of how their data is
utilized by third parties. The data protection dimension addressed
the safeguarding of user privacy and the prevention of data
breaches or misuse ,The study adopted a descriptive-analytical
methodology and was conducted through a field survey involving
a random sample of 369 participants from faculty members and
teaching assistants at Egyptian universities. Data was collected
via an online questionnaire , Findings revealed that users possess
a moderate level of awareness regarding data tracking practices
while browsing websites or interacting with online platforms.
Results also indicated that “personal interests” were perceived by
users as the most frequently tracked type of data, while the most
critical concern for users was understanding how this data is
used. Notably, a significant portion of users expressed a lack of
clarity regarding how platforms handle their personal data.
Specifically, 35.8% of the participants identified “how data is
used” as the most important aspect they wish platforms would
clarify in their privacy policies, The study further highlighted the
limited ability of users to effectively manage their data (control),
and confirmed that the three tracking dimensions have a
significant impact on user trust. Data protection emerged as the
most influential factor, accounting for 27.9% of the effect on
trust, followed by transparency at 21%, and control at 18.7%,In
light of these findings, the study recommends reinforcing ethical
standards in data collection, empowering users to play an active




gaiaally SleYly slall Gigad dualal) Laall
(4) 33 = (2025 salg) AU Alaal)

role in reviewing platform policies through participatory tools
such as periodic surveys, and integrating data protection
measures into the overall user experience—framing privacy not
as a barrier, but as a fundamental pillar of trust and sustained user
engagement.

Keywords:

User data tracking, E-commerce platforms, Tracking
dimensions, Data privacy, User trust..
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